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[bookmark: _Toc364937501][bookmark: _Toc81907190][bookmark: z75c4f0c1ac0c4541afcddc6d942746cc]Guide for Microsoft System Center 2016 and above Management Pack for Windows Defender
This guide is based on the version 7.1.10128.1 of the Windows Defender Management Pack.
Guide History

	Release Date
	Changes

	September 2021
	MP have been verified for windows server 2016 and above operating systems and branded as version agnostic.

	October 2016
	Re-release of guide with Windows Server 2016 RTM

	December 2015
	Original release of this guide



Supported Configurations
This management pack requires System Center Operations Manager 2016 and above
SCOM 2019 : System requirements for System Center Operations Manager | Microsoft Docs
SCOM 2016 : System requirements for System Center Operations Manager | Microsoft Docs

The following table details the supported configurations for the Management Pack for Windows Defender

	Configuration
	Support

	Windows Server 2016 and above
	Yes

	Windows Server Technical Preview
	Yes

	Windows 8.1/10
	Yes

	Clustered servers
	Not supported/not tested

	Agentless monitoring
	Not supported

	Virtual environment
	Not supported/not tested



Management Pack Scope
This management pack supports as many agents running Windows Defender.
Prerequisites
The following requirements must be met to run this management pack:
· Installation of System Center Operations Manager and the Microsoft Windows Defender Management Pack
[bookmark: z1]Files in this Management Pack
The Management Pack for Windows Defender includes the following files: 
	Windows Defender Management Pack
[bookmark: _Toc364937502][bookmark: _Toc81907191][bookmark: zde7c4c32ebbb47e09c9cae5a90b1176f]Management Pack Purpose
In this section:
	Monitoring Scenarios
	How Health Rolls Up
For details on the discoveries, rules, monitors, views, and reports contained in this Management pack, see Appendix: Management Pack Contents.
[bookmark: _Toc364937503][bookmark: _Toc81907192][bookmark: z5a9ff008734b4183946f840ae0464ab0]Monitoring Scenarios
The Windows Defender Management Pack monitors a few key components that are important to Windows Defender health.

	Monitoring scenario
	Description
	Associated rules and monitors

	Realtime Protection(RTPStatus)
	This scenario checks to see if real-time protection is turned on. Realtime protection constantly monitors the agent for malicious activity
		(non-alerting rule) Real-time protection on
	(Error alerting rule) Real-time protection off  


	Antimalware Status (AMStatus)
	This scenario checks to see if the antimalware service is running. 
		(non-alerting rule) AM service is running
	(Error alerting rule) AM service is not running 

	Antimalware Definitions Status (AntimalwareDefinitions)
	This scenario will monitor the age of the antimalware definitions to see how up to date they are. 
		(non-alerting rule) Antimalware definitions aren’t older than 3 days
	(warning alerting rule) Antimalware definitions are older than 3 days
	(critical alerting rule) Antimalware definitions are older than 7 days
Note:Days are user configurable

	Antimalware Scan Status
(AntimalwareScan)
	This scenario will monitor how long ago a scan occurred. This will monitor the age of both quick and full scans
		(non-alerting rule) Quick scan has happened within 3 days
	(non-alerting rule) Full scan has happened within 7 days
	(warning alerting rule) Quick Scan hasn’t happened in more than 3 days
	(warning alerting rule) Full Scan hasn’t happened in more than 7 days
Note:Days are user configurable

	Malware Outbreak (OutbreakMonitor)
	This scenario will monitor when Defender takes action on malware. 
		(non-alerting rule) When there is no malware activity
	(warning alerting rule) When Defender detects and take action on malware.


	Active Malware (ActiveMalware)
	This scenario will monitor whether there is an active malware that requires additional user action. 
		(non-alerting rule) When there is no malware activity
	(error alerting rule) When there is an active malware and it requires additional user action such as reboot, full scan, offline scan etc.




[bookmark: _Toc364937504][bookmark: _Toc81907193]
[bookmark: zb8b3e32eb8154a8da8b18b606568e65d]How Health Rolls Up
The following diagram shows how the health states of objects roll up in this management pack.


Protected Endpoint 


Malware Detection Monitor
Antimalware Scan Monitor
Antimalware Definitions Monitor
Active Malware Monitor
Real-time Protection Monitor
Antimalware Status Monitor

	[bookmark: _Toc364937505]Legend
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[bookmark: _Toc81907194][bookmark: z2a414accd3cc4ea6b7767e5720cd3e08]Configuring the Management Pack for Windows Defender
Add sections for additional configuration tasks, and let customers know whether a task is required or optional.
This section provides guidance on configuring and tuning this management pack. 
	Best Practice: Create a Management Pack for Customizations
	Security Configuration 
	Tuning Performance Threshold Rules
	Using the &lt;name&gt; Template
[bookmark: z2]Best Practice: Create a Management Pack for Customizations
By default, Operations Manager saves all customizations such as overrides to the Default Management Pack. As a best practice, you should instead create a separate management pack for each sealed management pack you want to customize. 
When you create a management pack for the purpose of storing customized settings for a sealed management pack, it is helpful to base the name of the new management pack on the name of the management pack that it is customizing.
Creating a new management pack for storing customizations of each sealed management pack makes it easier to export the customizations from a test environment to a production environment. It also makes it easier to delete a management pack, because you must delete any dependencies before you can delete a management pack. If customizations for all management packs are saved in the Default Management Pack and you need to delete a single management pack, you must first delete the Default Management Pack, which also deletes customizations to other management packs.
If you make a customized 
[bookmark: z3]Security Configuration 	

	Run As Profile Name
	Associated Rules and Monitors
	Notes

	Local System
	All monitors
	


[bookmark: z4][bookmark: z875296f2d58e4444bc3f0350fcd3e7ff][bookmark: _Toc336505950][bookmark: _Toc81907195][bookmark: zf475f3cc57b84a049d89cda7b1f37ba8]Appendix: Management Pack Contents
Please find below separate sections based on the feature set of the Management Pack for Windows Defender.
When inventory is discovered, it is grouped into one of the following monitor groups.

	Monitor Group
	Description

	Protected Endpoint
	Inventory will show up under this group if the endpoint has Windows Defender up and running and protected

	Unprotected Endpoint
	Inventory will show up under this group if the endpoint does not have Windows Defender up and running

	Protected Candidate 
	Inventory will show up under this group if the endpoint has Windows Defender up and running
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